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A Lead Architect, Idera SharePoint Product Group

A .NET developer, especially Windows service
development

A Architect and developer of Idera SharePoint
Backup services

A Architect and developer of Idera SQLsafe
services

A Track driving instructor
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Who wants to talk backup?

Backup is boring.

Restore Is quite exciting!

(And not 1 n a good way
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Overview

A Disaster recovery concepts

AWhat do | need to backup in a
SharePoint environment?

AUnderstanding backup coverage
AHow do | do a backup?

AHow do | do a restore?

A Other disaster recovery tips and tricks
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Disaster recovery concepts

A What is your disaster recovery timeline?
A Recovery point objective (RPO)
A Recovery time objective (RTO)

A You need to determine what is appropriate
for your organization
| Budget
I Business criticality
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Disaster Recovery Timeline
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Recovery Point Objective (RPO)
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Recovery Time Objective (RTO)
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What do | need to backup?

A
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Content databases

Configuration database

Service application databases

Search databases

Search indexes (files)
SharePoint root directory (nl4
SharePoint-related registry entries

lIS configuration files

IS webroots (web.config, Web parts, etc.)
SSL certificates

GAC

Custom code

External databases connected by BCS

A Authentication providers (CBA, etc.)
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What do | need to backup?

A No built-in SharePoint backup tool covers
everything!

A~99% of what you cant¢
IS IN content databases

AThe other ~1% is fieve
A Decide what you are willing to rebuild
manually

A Document all configuration changes
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Understanding backup coverage

A Catastrophic Optimist: glassthalf‘tull.

I Physical view of your
farm

| Databases, config,
files, etc.

A Granular

I Logical view of your
content -

I Web applications and Pessumst wrenulhalifofyla’sst
Adowno ( si e

collections, sites, etc.)
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Catastrophic backup

A Central administration backup wizard
I Web user interface wizard
I Cannot schedule backups using this interface
I Uses timer jobs; asynchronous
I Full and differential backups only
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